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 SOX was a reaction to corporate scandals and lack of investor 
confidence:
 Intense competition and pressure, conflicts of interest, and 
poor practices led to poor reporting and mismanagement
 Financial misstatements also contributed to the problem
 Insufficient Internal Control
 Congress enacted Sarbanes Oxley Act 2002 to address  the 
above and other problems impacting investors

Background



SOX Overview: Sarbanes-Oxley Act 2002

 The Act was signed into law on July 30, 2002.

 It includes regulations regarding:

 Public Company Accounting Oversight Board (PCAOB)

 Auditor independence

 Corporate responsibility

 Enhanced financial disclosures

 Corporate and criminal fraud accountability

 It applies primarily to publicly traded companies

 SOX is actually a combination of:

 Sarbanes Oxley Act of 2002 (H.R. 3763)

 Rules of the PCAOB

 Rules of the SEC



SOX  Overview:    The Scope of the Act

The scope of the act focuses on:
Internal controls
Process
Policies
Activities

Compliance and reporting
Transparency
Accuracy

Governance
Accountability
Responsibility  
Avoidance of conflict of interest



SOX Overview: The Details of Act

Title I Public Company Accounting Oversight Board
Title II Auditor Independence

Title III Corporate Responsibility
Title IV Enhanced Financial Disclosures
Title V Analyst Conflicts of Interest

Title VI Commission Resources and Authority
Title VII Studies and Reports
Title VIII Corporate and Criminal Fraud Accountability
Title IX White-Collar Crime Penalty Enhancements
Title X Corporate Tax Returns

Title XI Corporate Fraud and Accountability



SOX Overview: Corporate Responsibility

 Assigns the responsibility to the audit committee to appoint, 
compensate, and oversee the public accounting firm that performs 
the audit
 Requires CEO and CFO to: 

Certify fairness of financial statements
Take responsibility for disclosure controls

 Makes it unlawful to fraudulently influence, coerce, or mislead an 
auditor
 Provides for the forfeiture of certain compensation following the 
issuance of a “non-compliant” financial document
 Provides the SEC with greater flexibility to remove management 
or board members
 Requires attorneys to report evidence of material violations



SOX Overview: Corporate Responsibility (continued)

 Section 301:  Public Company Audit Committees
 Companies that are not compliant with SEC audit 
committee requirements are subject to delisting
 Audit committees are responsible for oversight of auditors 
including the resolution of disagreements between 
management and auditors
 Audit committees must set up procedures to receive and 
address “whistle-blower” complaints
 Employees and others may take concerns directly to the 
audit committee
 Audit committee members are required to be independent, 
and a disclosure is required in proxy statements



 Requires disclosure of material off balance sheet arrangements
 Prohibits companies from making loans to directors or 
executives
 Requires management to establish and maintain adequate 
internal controls and procedures for financial reporting
 Requires disclosure of a code of ethics for senior financial 
officers
 Requires companies to disclose whether at least one of the 
audit committee members is a financial expert
 Requires rapid disclosure of changes in financial condition

SOX Overview: Enhanced Financial Disclosures



 Section 404:  Management Assessment of Internal Controls.
 Requires management to establish and maintain adequate     
internal controls and procedures for financial reporting.
 Requires that each annual report includes a statement:
 Describing management’s:
 Responsibility for internal controls and procedures 
for financial reporting
 Assessment of the effectiveness of the controls and 
financial reporting procedures.

 Incorporating the independent auditor’s review of 
management’s assessment of internal controls and financial 
reporting procedures.

SOX Overview: Enhanced Financial Disclosures (Continued)



 Related SEC releases define internal controls and procedures 
for financial reporting as controls that provide reasonable 
assurances that:
 Transactions are properly authorized
 Assets are safeguarded against unauthorized or improper 
use
 Transactions are properly recorded to permit the 
preparation of financial statements that are presented in a 
manner consistent with GAAP

 To meet the assessment requirement, management must 
select a suitable, recognized framework for assessing the 
effectiveness of internal controls

SOX Overview: Enhanced Financial Disclosures (Continued)



 Providing reasonable assurance of:

 Effectiveness and efficiency of operations

 Reliability of financial reporting

 Compliance with laws and regulations

SOX Overview: What is an Internal Control? 
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SOX Compliance: Current Concerns
 Companies today are thinking beyond initial compliance 
requirements
Focusing on achieving sustained compliance

Establishing systems to support compliance in year three/four 
and beyond that are integrated into their ongoing operations

 Technology plays a key role in helping companies sustain 
compliance effectively and efficiently

 Most companies adopted interim solutions to support their 
compliance efforts

 However, companies need an efficient and sustainable 
environment to enable the documentation, monitoring, assessment 
and reporting on internal controls



SOX Compliance:  COSO Framework
 Background – Committee of Sponsoring Organizations 

 COSO Framework defines 5 elements of Internal Control:
1. Control Environment – The control environment sets the tone of an 

organization, influencing the control consciousness of its people

2. Risk Assessment –A variety of risks from external and internal sources 
that must be assessed both at the entity and the activity level

3. Control Activities – Policies and procedures to help ensure management 
directives are carried out 

4. Information and Communication – Pertinent information must be 
identified, captured and communicated in a form and timeframe that 
supports all other control components

5. Monitoring – Internal control systems need to be monitored – a process 
that assesses the quality of the system’s performance over time



SOX Compliance: COSO Framework

 COSO encompasses internal controls requirements for 
operations, financial reporting and compliance.  

 However, section 404 only addresses internal controls as they 
relate to financial reporting. 



SOX Compliance: Process to Control Breakdown
ω Entity level assessment and Activity level assessment of internal controls.  

ω aŀƴŀƎŜƳŜƴǘΩǎ ŀǎǎŜǎǎƳŜƴǘ ƻŦ ŎƻƴǘǊƻƭ ŀŎǘƛǾƛǘƛŜǎ 
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SOX Compliance’s Impact on Information Technology
 As financial data is most likely originated, captured, processed, 

stored, distributed, and reported from one or multiple 
Information System(s), the requirements of section 404  have 
profound impact the IT organization. 
 The impact on the organization and management of information 

technology depends upon the level of automation (sophistication) 
and inherent reliance placed on information systems as part of the 
company’s system of internal control over financial reporting.
 The extent to which an IT organization is impacted may also 

depend on the maturity level of the environment (defined 
policies, formalized processes and active monitoring). 
 Outsourced operations which process financial transactions may 

require 3rd party assurance (ex - SAS 70 report). 



SOX Compliance: Information Technology (IT) Controls

 COSO has limited guidance with respects to Information Technology, but does 
distinguish between IT Applications Controls and IT General computer controls. 

 Most organizations are including Application Controls in the identification and 
evaluation of controls in the respective business process. 

 General IT Controls that support those information systems (application controls) 
utilized in the business process are generally being addressed as part of an information 
management process.  

 COBIT (Control Objectives for Information Technology) is being considered by some as 
the framework for the evaluation of general Information Technology controls. The 
Information Systems and Control Association (ISACA) has developed guidance to bridge 
the gap between COSO and COBIT. 

 However, COBIT’s four domains are broader than internal controls over financial 
reporting (focus is overall IT Governance) and will not be the framework selected by 
management as its basis for assessment under section 404. 



SOX Overview: Current Concerns

Establish internal control evaluation process.  Determine significant controls 
and locations/ business units to be included. Define project approach, 
milestones, timeline, and resources. Launch project.

Plan & Scope the Evaluation1

Document design of significant controls for all significant locations and 
business units.

Document Controls
2

Evaluate design and operating effectiveness of internal control over financial 
reporting and document results of evaluation.

Evaluate Design & Operating 
Effectiveness3

Identify, accumulate and evaluate design and operating control deficiencies; 
communicate findings and correct deficiencies.

Identify & Correct Deficiencies 4

Prepare management’s written assertion on the effectiveness of internal 
control over financial reporting.

Report on Internal Control5

Prepare for independent auditor to conduct the internal control audit.
Independent Audit of Internal 
Control6



SOX Compliance : IT Application Controls
 Application controls are generally being identified and evaluated 

as part of a given business process (sales, purchasing, inventory 
management, etc..).  They may include the following control types:

 Authorization control

 Configuration / account mapping control

 Exception / Edit report control

 Interface / conversion control

 Key performance indicator 

 System access control (segregation of duties)



SOX Compliance: IT General Controls
 Some organizations are utilizing the control objectives generally described for 

general computer controls in a SAS 70 audit (examples provided by the 
AICPA).  Examples of these include:

 System Development and Program Change Management

 User Administration and Logical Security

 Operations Management and Organization

 Vital Records Management

 Problem Management

 Physical and Environment Security

 Network Security

 Virus Protection 



Xelleration’s Capabilities for SOX 
 15 years of IT, Automation of Business Processes, Workflows, 

Applications, Business Consulting, and Risk Management

 12 years of Experience on Enterprise Applications and Business 
Process Re-engineering

 One of the Principals from Big 4  

 Assisted clients in software implementation and support

 Resources with CPA, CISA, CISSP, CFE and several IT technologies

 Helped several clients on SOX and other regulatory compliance



Questions or Comments

 Please call us at 949-417-2024

 Email us at sox@xelleration.com

 Review website at 
www.xelleration.com/sarbanes-oxley.shtml
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